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Summary

This Report is presented in compliance with the annual reporting requirement of G.S. 120-270.  We have drafted this year’s Report as a supplement and update to the report NC State provided to the General Assembly last year.    

Legal Affairs has continued to advise senior administrators and security officers about the requirements of the N.C. Identity Theft Protection Act.  We notify administrators through individual discussions, through group presentations at workshops, in the course of collecting information for this Report, and we have posted information at http://www.ncsu.edu/legal/legal_topics/SSN%20info%20for%20website.doc on statutory requirements for responding to security breaches.

The university’s Internal Audit office checks for compliance with privacy requirements when it reviews IT and business operations and data applications around campus.  
The university’s IT security officers have created and oversee multiple systems to protect the privacy of personally identifiable electronic data.  They also devote considerable effort to privacy training.  
The Finance & Business division implements safeguards for the confidentiality of financial and personnel information.  
The Student Health Services and other health care components have physical and electronic safeguards, training, and policies to protect the confidentiality of medical records.  Designated personnel serve as the HIPAA privacy officer and the HIPAA security officer with respect to medical records privacy.  
Every year the university mails a letter to all students (over 30,000 people) to inform them of their privacy rights in their personally identifiable education records, pursuant to the federal Family Education Rights and Privacy Act (FERPA).

Review of Public Forms

The most common public forms used by NC State are admissions applications for students and employment applications for employees.  The Admissions and Human Resources offices have been advised that the overriding principle is to collect only the personal information that is essential for university operations, to restrict access to such information to authorized persons who need it to perform their jobs, and to secure the information both physically and electronically with “best practices.”  They have drafted their public forms accordingly.  Review of public forms for other offices is done within the offices; there is not at this point a centralized review of such forms.  
Use of Random Personal Identification Numbers

Conversion of student ID’s from SSN’s to random personal identification numbers was completed almost 4 years ago.  
Conversion of SSN’s to random identifiers in other systems was completed 3 years ago.
The offices of Human Resources, Information Technology (Security and Compliance unit), Internal Audit, and Legal Affairs, among others, are on the alert for inappropriate collection or dissemination of Social Security numbers, and will see that campus units replace use of SSN’s with use of university ID numbers in every instance where use of the SSN’s is not necessary.

Restriction of Access to Personal Identifying Information

Unauthorized access to personal identifying information is prevented through both physical and electronic controls.  For example, Registration and Records keeps paper files in a walled off area that is controlled by a programmable keypad lock (so the code can be changed when personnel change).  This locked and walled-off area is within a suite that is also walled-off and locked.  Only authorized R&R personnel have physical access to the files.  Their electronic files on students are secured behind password and firewall protection.   


Public records law limits the ability of the university to restrict access to certain types of personal identifying information.  In the course of operating university programs, it is necessary to collect personal identifying data from some people who are not students or employees.  This data is therefore not protected by privacy laws, meaning it is “public record,” notwithstanding the highly personal nature of some of the information (e.g., medical histories and background checks).
Reduction of Use of Personal Identifying Information

I.  As noted above, NC State has stopped using SSN’s where a randomly generated university ID number is an effective substitute.  While the university ID numbers are still a form of personal identifying information, the risk of identity theft and other fraud is substantially lessened.

II. The primary vehicle for reduction of use of personal identifying information has been education of university employees on privacy requirements.  

· Workshops are given to managers and staff about privacy requirements.  

· Legal has included a segment on privacy for employees who seek Human Resources certification under the “Quickstart” program.  Legal addresses privacy issues in talks to new department heads, in appearances before the university IT committee, and other campus groups.  

· Human Resources addresses confidentiality of personnel records, and the potential consequences of inappropriate handling of confidential personnel records, in their Discipline and Grievance training programs, Supervisor Series and the QuickStart programs.  Personnel file privacy is also referenced in Performance Management trainings and in most management consultations performed by HR.  Employee Relations (part of HR) also provides all panel members and assistants in grievance hearings with privacy education.
· The Office of Information Technology, or “OIT,” (which combines the former administrative IT and academic IT functions into one unit) through its Security and Compliance unit offers the following trainings and workshops where there is some security/privacy component:

· New Student Orientation, both student and parent sessions

· New Employee Orientation, during IT component. Note:  this is where most employees sign the Information Security Acknowledgement form.

· HR QuickStart program (NC State business processes); approximately 20 minutes out of a 2 hour IT presentation

· As a companion to some of our classes, OIT maintains a Responsible Computing website (http://www.ncsu.edu/smart-computing/)

· OIT offers a 60 minute security overview for students at the beginning of the semester

· OIT offers a 90 minute Basic Computer Security workshop for students (the Responsible Computing Website is a companion)

· Offer a 2.5 hour course for faculty, staff, grad students titled "Desktop Computer Security"

· OIT discusses security heavily in the Computing@ newsletter, which is produced annually.  There are 20,000 copies for distribution all year.

· OIT provides a “Help!” CD that has Symantec on it and other useful information    

· University policies (“regulations”) and legal advisories set out privacy requirements, and are published on the Web.  For example: 

· Overview of privacy requirements at NC State at http://www.ncsu.edu/legal/legal_topics/conf-comp_data.php 

· Policy assigning responsibility for custody and security of data across the university at http://www.ncsu.edu/policies/informationtechnology/REG08.00.3.php.  
· Policy on responding to public records requests, with focus on what is protected by privacy requirements

· Student records privacy at http://www.ncsu.edu/policies/student_services/REG11.00.1.php ; advisory on student records privacy at http://www.ncsu.edu/legal/legal_topics/student_privacy.php 

· Medical/health records privacy at http://www.ncsu.edu/policies/governance_admin/gov_gen/REG01.25.9.php and http://www.ncsu.edu/policies/governance_admin/gov_gen/REG01.25.8.php and http://www.ncsu.edu/policies/governance_admin/gov_gen/RUL01.25.2.php and http://www.ncsu.edu/policies/governance_admin/gov_gen/REG01.25.10.php 

· Personnel record privacy at http://www.ncsu.edu/legal/legal_topics/personnel_records-privacy.php
· Human subject research privacy at http://www.ncsu.edu/policies/research/research_admin/REG10.10.3.php
· Employees who seek access to data on administrative computing systems must sign an Information Security Acknowledgement Form.  See http://www.fis.ncsu.edu/appendices/comply.pdf  This form gives broad notice of privacy laws, and requires the employee to take proper measures to protect the confidentiality of data.

III. Access restrictions are an important tool for reducing use of personal identifying information.  Physical and electronic controls permit access only to the employees with a “need to know.”  See the Restriction of Access heading above.

Appendices
Appended to last year’s report were several Appendices that contained extensive information from individual units at NC State about their privacy practices.  In the interest of saving space, those Appendices have been omitted from this year’s Report.  However the 2007 updates to those Appendices, from offices that handle a large volume of personal identifying information, are available upon request.
Conclusion
NC State University has ceased use of Social Security numbers as student and employee identifiers in non-essential situations.  Personal identifying data is secured electronically and physically.  Employees are educated about their responsibility to protect the confidentiality of such data.  Legal, Internal Audit, Human Resources, Information Technology, Registration and Records, and other university offices are engaged in a continuing effort to stay current with privacy laws, assess university performance in protecting privacy, employ the latest cost-effective information security measures, and educate the campus community about privacy.  

Any questions or comments about this report may be directed to:

David Drooz, Senior Associate General Counsel

Campus Box 7008

North Carolina State University

Raleigh, NC  27695-7008

Telephone:  919-515-1006 or email:  david_drooz@ncsu.edu
�  For example, personally identifiable student records have been confidential under federal law since 1974.  20 USC 1232g and 34 CFR part 99.  State employee personnel records have been confidential since since 1975.  G.S. 126-22.  NC State has complied with these and other privacy laws in existence long before the 2005 enactment of G.S. 132-1.10, which imposes additional safeguards aimed at preventing identity theft.  The new law contains a specific definition of personal identifying information:





"Identifying information" is defined in the law that criminalizes identity theft (G.S. 14-113.20(b)) as:





(1) Social security or employer taxpayer identification numbers.��(2) Drivers license, State identification card, or passport numbers.��(3) Checking account numbers.��(4) Savings account numbers.��(5) Credit card numbers.��(6) Debit card numbers.��(7) Personal Identification (PIN) Code as defined in G.S. 14-113.8(6), which says:  "Personal identification code" means a numeric and/or alphabetical code assigned to the cardholder of a financial transaction card by the issuer to permit authorized electronic use of that FTC.”��(8) Electronic identification numbers, electronic mail names or addresses, Internet account numbers, or Internet identification names.*��(9) Digital signatures.��(10) Any other numbers or information that can be used to access a person's financial resources.��(11) Biometric data.��(12) Fingerprints.��(13) Passwords.��(14) Parent's legal surname prior to marriage.*





*Exception:  for purposes of the new Identity Theft Protection Act in G.S. 132-1.10, “identifying information” does not include number (8) or (14)  --  electronic identification numbers, electronic mail names or addresses, Internet account numbers, Internet identification names, parent's legal surname prior to marriage  --  or the part of number (2) that is drivers license numbers appearing on law enforcement records.  However, even those exempted types of personal identifying information may be confidential under federal student privacy law (FERPA).
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